
5 ACL-based Simplified Traffic Policy
Configuration

About This Chapter

This chapter describes how to configure an ACL-based simplified traffic policy. The
device to which an ACL-based simplified traffic policy is applied filters packets
matching access control list (ACL) rules.

5.1 Overview of ACL-based Simplified Traffic Policies

5.2 Licensing Requirements and Limitations for ACL-based Simplified Traffic
Policies

5.3 Configuring ACL-based Packet Filtering

5.4 Maintaining an ACL-based Simplified Traffic Policy

5.5 FAQ About ACL-based Simplified Traffic Policies

5.1 Overview of ACL-based Simplified Traffic Policies
The device to which an ACL-based simplified traffic policy is applied matches
packet characteristics with access control list (ACL) rules and provides the same
QoS for packets matching ACL rules, implementing differentiated services.

To control traffic entering a network, configure ACL rules to match information
such as the source IP address, fragment flag, destination IP address, source port
number, and source MAC address in packets and then configure an ACL-based
simplified traffic policy so that the device can filter packets matching ACL rules.

Compared with a common traffic policy, an ACL-based simplified traffic policy is
easy to configure because you do not need to configure a traffic classifier, traffic
behavior, or traffic policy independently. However, an ACL-based simplified traffic
policy defines less matching rules than a common traffic policy because only ACL
rules are used to match packets.
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5.2 Licensing Requirements and Limitations for ACL-
based Simplified Traffic Policies

Involved Network Elements

Other network elements are not required.

Licensing Requirements

ACL-based simplified traffic policy is a basic feature of a router and is not under
license control.

Feature Limitations

None

5.3 Configuring ACL-based Packet Filtering

Pre-configuration Tasks

By configuring ACL-based packet filtering, the device permits or rejects packets
matching ACL rules to control network traffic.

Before configuring ACL-based packet filtering, complete the following tasks:
● Configure link layer attributes of interfaces to ensure that the interfaces work

properly.
● Configure IP addresses and routing protocols for interfaces to ensure

connectivity.
● Configure an ACL and specifying logging in the rule command when IP

information about packets matching ACL rules in logs needs to be recorded.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run interface interface-type interface-number

The interface view is displayed.

NO TE

ACL-based packet filtering can be only configured on WAN-side interfaces.

Step 3 (Optional) Run acl forward-algorithm hash { enable | disable }

The algorithm used to search for ACL entries is changed to the hash algorithm for
simplified ACLs.
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By default, the function of changing the algorithm used to search for ACL entries
is disabled for simplified ACLs.

NO TE

● If this command is run for scenarios where there are only a small number of flow entries, the
forwarding performance of simplified ACL services will be affected. Therefore, use this
command under the guidance of Huawei engineers.

● This function is supported in V200R010C10 and later versions.

Step 4 Run traffic-filter { inbound | outbound } { acl | ipv6 acl } { acl-number | name
acl-name }

ACL-based packet filtering is configured.

NO TE

Loopback interfaces of the device support traffic-filter inbound acl { acl-number | name acl-
name } and undo traffic-filter inbound. That is, traffic-filter can be configured on a loopback
interface in the inbound direction, but IPv6 ACLs are not supported.

Step 5 Run quit

Exit from the interface view.

Step 6 (Optional) Run the acl logging { timeout | update } { interval | default }
command to set the log update and aging interval after IP information about
packets matching ACL rules is recorded in logs.

----End

Verifying the Configuration
● Run the display traffic-filter applied-record command to check ACL-based

packet filtering information.
● Run the display traffic-filter statistics interface interface-type interface-

number { inbound | outbound } or display traffic-filter statistics interface
virtual-template vt-number virtual-access va-number { inbound |
outbound } command to view traffic statistics about ACL-based packet
filtering on an interface.

5.4 Maintaining an ACL-based Simplified Traffic Policy

5.4.1 Displaying Statistics on ACL-based Packet Filtering

Context
After ACL-based packet filtering is configured on an interface, you can run the
following command to view statistics on forwarded and discarded packets.

Procedure
● Run the display traffic-filter statistics interface interface-type interface-

number { inbound | outbound } [ verbose rule-base ] or display traffic-
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filter statistics interface virtual-template vt-number virtual-access va-
number { inbound | outbound } [ verbose rule-base ] command to view
traffic statistics about ACL-based packet filtering on an interface.

----End

5.4.2 Clearing Statistics on ACL-based Packet Filtering

Context
To recollect statistics on ACL-based packet filtering, run the following command to
clear existing statistics.

NO TICE

The cleared statistics on ACL-based packet filtering cannot be restored. Exercise
caution when you run the command.

Procedure
● Run the reset traffic-filter statistics interface interface-type interface-

number { inbound | outbound } or reset traffic-filter statistics interface
virtual-template vt-number virtual-access va-number { inbound |
outbound } command to view clear statistics about ACL-based packet
filtering on an interface.

----End

5.4.3 Clearing ACL-based Packet Filtering Logs

Context
To clear ACL-based packet filtering logs, run the reset acl logging command.

Procedure
● Run the reset acl logging command in the user view to clear ACL-based

packet filtering logs.

NO TE

The reset acl logging command does not delete cleared logs.

----End

5.5 FAQ About ACL-based Simplified Traffic Policies
5.5.1 Which One Takes Effect First, the traffic-policy or traffic-
filter Command?

The traffic-filter command is supported from V200R002C00.
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Whether the traffic-policy or traffic-filter command takes effect depends on the
traffic behavior bound to the traffic policy. When the traffic behavior bound to the
traffic policy defines queue af, queue ef, queue llq, or sub traffic policy, the
traffic-policy command first takes effect. Otherwise, the traffic-filter command
takes effect.
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